NHOOPMALNOHHAA NMAMATKA
AJTA OBYHAROLWNXCA

C KkaxxabIM roiI0M MOJIOAEXM B MHTEPHETE CTAaHOBUTbLCA Oonblue, a WKOMbHUKN OAHM U3 CaMbIX aKTUBHbIX
nonb3oBaTenen PyHeTa. Me>|<,u,y TEM, MOMMUMO OI'POMHOI0 KOJIN4eCcTBa BO3MOXXHOCTEMN, WHTEPHET HECET U
I'IpO6J'IeMbI. OTa namaTka gormkHa Nomoyvb Tebe 6e3onacHO HaxoaUTbCs B CETH.

KOMan'OTeprIe BUPYCbI

KomnbloTepHbIN BUPYC - 3TO PasHOBUOHOCTb KOMMNBbIOTEPHBIX MPOrPaMm, OTIIMYUTENBHON OCOBEHHOCTbLIO
KOTOPOW SABNSIETCA CMOCOBHOCTb K pasMHOXeHU0. B fononHeHne Kk aTomy, BUPYCbl MOTYT NOBpeauTb Unm
MOMHOCTLIO YHUYTOXUTL BCE (hairbl U AaHHbIE, NOAKOHTPOSIbHbLIE MONb30BaTENIO0, OT UMEHN KOTOPOTo
bbina

3anyLeHa 3apaxeHHas nporpamma, a Takke NoBpeanTb UNu Aaxe YHUYTOXNUTL OnepaumoHHY0 CUCTEMY
CO BCEMMU

dannamu B Lenom. B 6onbLMHCTBE Criy4aeB pacnpoCcTpaHSATCA BUPYCbl Yepes MHTEPHET.

MeToAab! 3alWUTbI OT BPeAOHOCHbLIX nNporpamMmm:

1. icnonb3yn coBpeMeHHbIe onepaumoHHbIE CUCTEMbI, UMEILNE CEPbE3HbIA YPOBEHDb 3aLLMTbl OT
BPEOOHOCHbIX Nporpamm;

2. MocTosHHO ycTaHaBnuBam naytu (LndpoBble 3annaTku, KOTOpblIe aBTOMaTUYECKN yCTaHaBNMBaKTCS C
Lenbto gopaboTkm NporpamMmbl) U gpyrne oGHOBNEHNSI CBOEN onepaumMoHHON cucTeMbl. CkaunBam mx
TONbLKO C

odhuumnansHoro carnta paspabotunka OC. Ecnu cylecTByeT pexxum aBTomaTnyeckoro obHoBneHus,
BKITHOYM €rO0;

3. Pabotan Ha cBoeM KoMnbloTepe NoA npaBamMu nonb3oBaTens, a He agMuHucTpaTopa. JTo He
no3BonuT

GONbLUMHCTBY BPEAOHOCHbIX NPOrpaMM MHCTanNInMpoBaTbCA Ha TBOEM NePCOHaNbHOM KOMMbIOTEPE;

4. Vicnonb3yn aHTUBMPYCHbIE NPOrpamMMHbIe NPOAYKTbI M3BECTHBIX NPON3BOANTENEN, C aBTOMATUYECKUM
obHoBMeHneM 6as;

5. OrpaHunyb pmsmyeckunin 4OCTyN K KOMMbIOTEPY AJ1S MOCTOPOHHMX JNLL;

6. Mcnonb3yn BHeLWHWe HocuTenn nHopMaumn, Takme Kak cneLuka, ANCK unu amn n3 MHTepHeTa,
TONbKO

13 NPOBEPEHHBIX NCTOYHUKOB;

7. He oTkpbiBan KOMMNbIOTEPHbBIE danrbl, NONYyYEeHHbIE U3 HEHaAEeXHbIX UCTOYHMKOB. Jaxe Te dannbl,
KOTOpbI€ Npucnan TBOW 3HAaKOMbIW. Jly4lle yTOYHM Y Hero, oTNpaBnsn fin oH Tebe ux.

Cetu WI-FI

Wi-Fi - aT0o He BMA nepefaym AaHHbIX, HE TEXHONOrUS, a BCero nuib o6peHa, mapka. Ewe B 1991 rogy
HugepnaHgckas komnaHus 3apermcrtpupoana 6peng "WECA", uto 0603Ha4ano cnoBocoveTaHune
"Wireless

Fidelity", koTopbIn nepeBogunTCcs Kak "6ecnpoBogHasi TOMHOCTbL".

[o Hawero BpemeHu gowna gpyras abbpesunaTypa, KoTopas SBAsSeTCA TakouW e TEXHONornen. 3to
abbpesunartypa "Wi-Fi". Takoe Ha3BaHue 6GbINO AaHO C HAMEKOM Ha CTaHAAPT BbICLLEN 3BYKOBOW TEXHUKU
Hi-Fi, yto

B NepeBoe o3HavaeT "BblCOKast TOMHOCTbL".

[a, becnnaTHbI MHTEPHET-AOCTYN B Kade, OTENsAX U asponopTrax ABMAsieTcs OTIIMYHON BO3MOXHOCTbIO
BbIXO4a B MHTEPHET. Ho MHOMMe akcnepThbl cyuTatoT, YTo obuenocTtynHele Wi-Fi ceTu He aBnsitoTcs
Ge3onacHbIMMN.

CoBeTbl No 6e3onacHOCcTU paboTbl B obwenocTynHbix ceTax Wi-fi:

1. He nepepaBain cBoto nu4Hyto nHdopmaumto Yyepes obwenoctynHblie Wi-Fi cetn. PaboTtas B Hux,
)XenaTtenbHO He BBOAUTb NMaponin JOCTyNa, JTIOMMHbI U KaKue-TO HoMepa;

2. Vicnonb3ywn n 0OHOBNAN aHTUBUPYCHbIE NporpaMmbl 1 OpaHgmayep. TeM cambiM Tl 06e3onacuLLib
cebs ot

3aKayku BMpyca Ha TBOe YCTPONCTBO;

3. Mpu ncnonbsosanum Wi-Fi oTknoum dyHkumio "O6wmn goctyn K pannam u npuHtepam”. JdaHHas

dyHKUMNA



3aKpbiTa Mo YMOMYaHMIO, OOHAKO HEKOTOPbIE NOMNb30BaTENN aKTUBUPYIOT ee Anga yaobcTea
ncnonb3oBaHus B

paboTe nnu y4ebe;

4. He ucnonb3yn nyonuuxein WI-FI ons nepegaym nuyHbIX AaHHbIX, HAanpumep As Bbixoda B
couuanbHble

CETU UNKX B SMNEKTPOHHYIO MOYTY;

5. Micnonb3yw Tonbko 3awmiieHHoe coeanHeHme Yyepes HTTPS, a He HTTP, T.e. npu Habope Beb-agpeca
BBOAM MMeHHO "https://";

6. B mobunbHoM TenedoHe oTkntoun pyHkumto "MoakntoveHne k Wi-Fi aBTomaTtnyeckn”. He gonyckan
aBTOMaTUYECKOro NoaknoveHns ycrponctea k cetam Wi-Fi 6e3 TBoero cornacusi.

CoumnanbHble ceTn

CoumanbHble CeTU akTUBHO BXOASAT B HALLY XXM3Hb, MHOTME Nioan paboTatoT U XKMBYT TaM NOCTOSIHHO, a B
Facebook yxxe 3apernctpupoBaH Munnvapa YenoBek, YTo ABNSEeTCH OAHON ceabMOWN BCeX XuTtenemn
nnaHeTbl.

MHorve nonb3oBaTtenun He NMOHNMAIOT, YTO I/IH(*)OpMaLI,I/IH, pasmelleHHaa uMun B coumarbHbIX CETAX,
MOXET ObITb

HangeHa u ncnonb3oBaHa kem YrogHo, B TOM Yucne He ob6s3aTenbHo ¢ 6narmmm HamepeHnsmu.

OcHOBHbIe coBeTbl N0 6e30NacCHOCTU B coUMalibHbIX CeTAX:

1. OrpaHun4db cnncok apy3en. Y 1ebs B Apy3bsix HE AOMKHO ObITb CRyYanHbIX U HE3HAKOMbIX 0O eNn;

2. 3awmwan CBOK YacTHYI XM3Hb. He ykasbiBar naponu, TenedoHbl, agpeca, AaTy TBOEro poXaeHus u
OPYryto NMYHY0 MHAOPMaLMIO. 3M0oyMbILLIIEHHMKN MOTYT UCMOMb30BaTh AaXe MHAOPMaLMI0 O TOM, Kak
Thl U TBOU

poauTenu nNnaHnpyeTe NPoOBECTN KaHUKYIbI;

3. Sawmwan cBoto penyTauuio - AepXun ee B YNCTOTE 1 3adaBawn cebe Bonpoc: xoTen Obl Thl, YTOObI
apyrue

nonb3oBaTenu BUAENW, YTO Thbl 3arpyxaewwb? Nogyman, npexage Yem 4YTo-To onybnmkoBaTth, HaNMcaTh U
3arpyauTb;

4. Ecnu Tbl roBOpULLb C NIOAbMU, KOTOPbIX HE 3HaELUb, HE UCMOMb3yN CBOE peanibHoe UMS U OPYryto
TNNYHYIO

NMHdOPMAaLIMK: UMSI, MECTO XUTENLCTBA, MECTO Y4EDbI M NPOYeEE;

5. N3berait pasmelleHns doTorpaduii B IHTepHeTe, rae Tbl n3obpaxkeH Ha MECTHOCTM, NO KOTOPOW
MOXHO

onpenenuTb TBOE MECTOMONOXEHUE;

6. MNpwu pernctpaumm B coumarnbHOM ceTn He0BX0ANMO NCNONb30BaTh CIOXHbIE NAPONN, COCTOSILLIME U3
OykB

M UMdp 1 C KONIMYEeCTBOM 3HAKOB HE MeHee 8;

7. [Ina coumanbHOM ceTun, NOYThI U APYIMX CanToB HEOBXOAMMO UCMONb30BaTh pasHblie naponu. Toraa
ecnm

Tebs1 B3NOMAIOT, TO 3M0YMbILLSIEHHMKIN NOMyYaT AOCTYN TOMBbKO K O4HOMY MECTY, a He BO BCe cpasy.

ONEeKTPOHHbLbIE AeHbIM

ONEeKTPOHHbIE AEHbIN - 3TO OYeHb YAO0OHbIN cnocob nnaTexen, OQHaKo CyLLECTBYHOT MOLUEHHUKN,
KoTopble

XOTAT NONYYNTb 3TN AEHbIN.

ONEKTPOHHbIE AeHbIN NOSABUIIMCL COBCEM HEAABHO Y MMEHHO M3-3a 3TOr0 BO MHOMMX rocyaapcTaax Ao
CUX

nop He NPOMMcaHo NPO HMX B 3aKOHaX.

B Poccuu e oHM (DYHKLMOHMPYIOT 1 O HUX YXKe MPOMUCaHO B 3aKOHe, rAe WX pasfgensaloT Ha HeCKOMbKO
BMAOB - aHOHNMHbIE U HE aHOHUMHbIe. Pa3Huua B TOM, YTO aHOHWMHbIE - 3TO Te, B KOTOPbIX
paspeLuaeTcs

npoBoanTb onepaummn 6e3 naeHTudurKauMm nonb3oBaTens, a B HeaHOHUMHbIX AeHTUNKaLms
nonb3oBaTens

aBnseTcsa oba3aTensHon.

Takke crnegyeT pa3nuyuaTb 3MNeKTPOHHbIE raTHbIe AeHbM (PaBHbl TOCYAapCTBEHHBIM BanoTam) u
ANEKTPOHHbIe HedpmaTHble AeHbrM (He paBHbI FOCYAapCTBEHHbIM BanioTam).

OcHoOBHbIe coBeThI 0 6e3onacHon paboTe € INEeKTPOHHbLIMU AeHbraMu:



1. MpuBSXM K cHeTy MOBUNBHBIN TenedoH. 3To cambl yoobOHbIN 1 ObICTPbIN CNOCOO BOCCTAHOBUTL
4ocTyn K

cuety. [NpmBs3aHHbIi TenedoH NOMOXET, ecnv 3abyaellb CBOW NfaTeXHbIN Naposib Uv 3angellb Ha
caunT ¢

HEe3HaKoMOro yCTPOMCTBA;

2. Vicnonb3yn ogHopasoBble naponu. MNocne nepexoaa Ha yCUNEHHYO aBTopu3aumio Tebe yxe He Byaet
yrpoXaTtb ONacHOCTb KpaXku Unn nepexasara niaTeXHoro napons;

3. Bbibepu crioxxHbin naponsb. MNMpectynHukam ByaeT He NPOCTOo yragaTb CrOXHbIN Naponb. HagexHbie
naponu - 3To Naponun, KOTopble CoaepXaT He MeHee 8 3HaKOB U BKItOHaAOT B ceBsi CTPOYHbIE U
NponucHble ByKBbI,

LUndpbl U HECKONBKO CMMBOMOB, TakMe Kak 3HaK Aonnapa, yHTa, BOCKNMLaTeNbHbIA 3HaK U T.N.
Hanpumep,

$tRONg!;;

4. He BBOAM CBOM JIMYHbIE JaHHbIE HA calTax, KOTOPbIM HE AOBepsieLlb.

OneKTpPOHHas no4ta

OneKTpoHHas noYTa - 3TO TEXHONOMS U NPeLOCTaBNsiEMbIE €10 YCIYTX MO NEPECHINIKE U NOMYYEHNIO

3NEKTPOHHbIX COOOLLEHWIA, KOTOPbIE pacnpenensaoTca B KOMNbOTEPHOM ceTu. OBbIYHO SMEKTPOHHBIN
NoYTOBbIN

ALWMK BbIMMSAWT criegyowmm obpa3om: MMs_MNonb3oBaTensa@ums_oomMeHa. Takke Kpome nepegayn

NpocTOoro

TEeKCTa, UMeeTCsa BO3MOXHOCTb nepefasaTth annbl.

OcHoBHbIe coBeThbl N0 6e3onacHon paboTe ¢ INeKTPOHHOM NOYTOM:

1. Hago BbiGpaTh NpaBuiibHbLIN NOYTOBLIN CepBUC. B MHTEpHETE eCTb OrPOMHbIV BbIOOp GecnnaTHbIX
MOYTOBbLIX CEPBMUCOB, OLHAKO Nyylle JOBEPSATb TEM, KOr0 3HaELLb 1 KTO NEPBbIN B PENTUHTE;

2. He ykasbiBai B NIMYHONM NOYTE NUYHYO MHpopMauuio. Hanpumep, nyyile BoidopaTb
"My3blkanbHbIi_daHaTt@" unm "pok2013" BmecTo "Tema13";

3. Ncnonbayit oByxaTanHyo aBTopusaumio. ATo Korga NMOMUMO Naposs HYXXHO BBOAWUTL Kof,
npucbinaemMbIn

no SMS;

4. Bbibepu crnoxHbIA naponb. s KaXgoro NoYTOBOro LKA A0MMKEH ObiTb CBOV HaAEXHbIN,
YCTOMYMBBLIN K

B3MOMY Maporib;

5. Ecnun eCTb BO3MOXHOCTb HanucaTtb CaMOMy CBOW NIUYHbBIA BOMPOC, UCMOMb3YN 3TY BO3MOXHOCTb;

6. Micnonb3yi HECKONMbKO NOYTOBbLIX ALWMKOB. [1epBbIv ANS YacTHOW Nepenuckn ¢ agpecataMmu, KOTOpbIM
Thl

Josepsellb. JTO ANEKTPOHHLIN aapec He Hago MCMNoNb30BaTh NPU perncTpaumm Ha opymax u cantax;
7. He oTkpbiBai cainbl 1 apyrne BNOXEHUS B MUCbMax, Aaxe eCriv OHU NpULLn OT TBOUX ApPY3eN.
Jlyywe

YTOYHM Y HUX, OTNPABMSNN NN OHKU Tebe 3Tn hannebl;

8. NMocne okoH4YaHusA paboTkl HA NOYTOBOM CEPBUCE NEPEL 3aKpbITUEM BKITAOKN C CalTOM He 3abyab
HaxaTb

Ha "BbiiTin".

Knb6epbynnuHr unu BupTyanbHoe nsaeBaTesibCTBO

KnGepOynnumHr - npecrnenoBaHne coobLLEHNAMU, CoaepKallMM ockopbreHus, arpeccuto, 3anyrmeaHue;
XYNMraHCTBO; coumarnbHoe 60MKOTUPOBAHUE C MOMOLLbIO Pa3fiMYHbIX MHTEPHET-CEPBUCOB.

OcHoBHbIe coBeThI Mo 6opbbe ¢ KN6epoyNNMHIrom:

1. He 6pocarcsa B 6on. Jlyywmnin cnocob: nocoBeToBaTbCs Kak cebsi BECTU U, eCnn HeT TOro, K KoMy
MOXHO

obpaTnTbCs, TO BHayarne ycnokouTtbecs. Ecnum Tbl HauyHeLlb oTBeYaTb OCKOpPONEeHUsIMM Ha OCKOpOneHus, To
TONbKO

elle bonbLue pasoxoKellb KOHGIUKT;

2. YnpaBnsan cBoen knbeppenyTtaunen;

3. AHOHUMHOCTb B ceTu MHUMast. CyLLecTBYIOT CMOCO0bI BbISICHUTL, KTO CTOUT 3@ aHOHUMHbLIM akkayHTOM;
4. He cToUT BECTU XyIMraHcKun obpas BUpTyarbHOW XXU3HW. VIHTEpHET pUKCUpPYyeT BCe TBON OENCTBUS U



COXpaHdAeT ux. YaanuTb ux OyaeT KpanHe 3aTpyaHUTESNBHO;

5. Cobntogan cBoto BMpTyalnbHYH YeCTb CMOIoAy;

6. VIrHopupy eanHWyYHbIA Heratne. OgHOpPa30Bble OCKOPOUTENbHBIE COOBLLEHNS MyYlle UTHOPUPOBATb.
O6bIYHO arpeccus npekpalaeTcs Ha HavarnbHOW CTaguu;

7. Ban arpeccopa. B nporpammax obmeHa MrHOBEHHBIMW COOBLLEHMAMMU, B COLMarnbHbIX CETAX eCTb
BO3MOXHOCTb GJIOKMPOBKM OTNPaBKM COOBLLIEHWNIA C ONpeAeneHHbIX afapecos;

8. Ecnn Tbl cBugeTens knbepbynnuHra. TBoM AEUCTBMSA: BbICTYNUTbL NPOTMB NpecnenoBartensi, nokasaTb
emy,

4YTO ero AefCTBUSI OLLEHMBAIOTCS HEraTUBHO, NOAAEPXKaTb XKePTBY, KOTOPOWM HyXXHa NcuUxonornyeckas
NMoMoLLpb,

COoO06LWKMTL B3pOCHbIM O (hakTe arpecCUBHOMO NoBeAEHNS B CETU.

Mo6unbHbIN TenedoH

CoBpemeHHble cMapToHbI 1 NNaHwWweTbl coaepXaT B cebe BNonHe B3pocnbii hyHKLMOHAM, U Tenepb
OHMU

MOryT KOHKYpPUPOBAaTb CO CTauMoHapHbIMU KoMMboTepamu. OaHako, cpeacTB 3alumThl ANA NOA06HbIX
YCTPONCTB

roka oveHb mMano. TecTupoBaHue 1 MOUCK YA3BUMOCTEW B HUX MPOUCXOAUT HE TaK MHTEHCUBHO, KaK ANns
MK, To xe

camoe KacaeTCsi U MOBUIbHBIX MPUINOXEHNI.

CoBpeMmeHHble MoburnbHble Bpay3epbl e NpakTUYeCKn AOrHanm HacTorbHble aHanoru, ogHako
paclmpeHne dyHKUMoHana ene4veT 3a cobon 60mbLUyo CAOXKHOCTb U MEHBLUYHO 3aLUULLEHHOCTb.
[aneko He Bce Npon3BoAnNTENM BbiMycKaloT OOHOBNEHMS, 3aKpblBatOLLME KPUTUYECKME YA3BUMOCTY ANS
CBOWX YCTPOWCTB.

OcHoOBHbIe cOBeThbI AnsA 6e30nacHOCTU MObUNbHOro TenedoHa:

Hwnuero He siBnsieTca no-HacTosweMy 6ecnnaTtHbIM. Byab ocTopoxeH, Befb koraa Tebe npegnaraioT
GecnnaTtHbIV KOHTEHT, B HEM MOTYT ObITb CKPbITbl KAaKNe-TO NnaTHble YCNyru;

Oyman, npexage Yyem otnpaBute SMS, ¢oTo unu Buaeo. Tbl TOYHO 3HaELb, F4e OHW OyAyT B KOHEYHOM
ntore?

Heobxoaumo oBHOBNSATL ONepaLMoHHY0 CUCTEMY TBOETo CMapTGOHa;

Mcnonb3y aHTMBUPYCHbIE MporpaMmbl A1si MOBUIbHbIX TenedgoHOoB;

He 3arpyxai npunoxxeHust OT HEM3BECTHOIrO MCTOYHMKA, BEAb OHM MOTYT coepXaTb BPEOAOHOCHOEe
nporpaMMHoe obecneyeHune;

lMocne Toro kak Thbl BbIMAELb C CalTa, rae BBOAWUIT NIMYHYIO MHCpopMaumto, 3aiam B HACTPOkK bpaysepa
"

yaanu cookies;

Mepuoanyeckn NpoBepan, kKakne nnaTHble YCrnyrn akTMBUPOBaHbI HA TBOEM HOMEPE;

HaBai cBon HOMep MOBUNBHOrO TenedoHa TONbKO N0ASAM, KOTOPbIX Thl 3HAELb U KOMY JOBEpPSIELLb;
Bluetooth gornxkeH GbITb BbIKMOYEH, KOrga Thl UM He Norb3yellbcs. He 3abbiBai nHorga npoBepsThb 3T0.

Online vrpsbl

CoBpeMEeHHbIE OHNAaMH-MIPbI - 3TO KPacoYHble, 3axBaTbiBaOLLME pa3BeyeHusi, 00 beanHSIIOWME COTHU
TbICSY YenoBek No Bcemy mupy. Vrpokn nccrnenytoT AaHHbIA MM MUP, 0OLLaloTCs ApYr C APYroMm,
BbIMOSHAOT

3ajaHunsi, cpaXkatoTcsl C MOHCTPaMM U NoMyYatoT onbIT. 3a y40BOMbLCTBUE OHUM NAATAT: NOKYNakT AUCK,
onna4ynsatoT

aboHEMEHT nnn NpnodpeTaroT Kakne-To onuuu.

Bce aTu cpefctBa nayT Ha noaaep)kaHue u pasBuTME Urpbl, a Takke Ha camy 6e3onacHoCTb:
COBEPLUEHCTBYOTCS CUCTEMbI aBTOPU3aLMK, BbIMyCKalTCs HOBble NaTym (UndpoBble 3annaTku Ans
nporpamm),

3aKpbIBAKTCH YSA3BUMOCTM CEPBEPOB.

B nogoGHbIX Urpax CTOMT onacaTbCsl HE CTONMbKO CBOMX COMEPHUKOB, CKOJbKO KpaXku TBOErO Naporsi, Ha
KOTOPOM OCHOBaHa cucTeMa aBTopusaumm 6onbLLINHCTBA Urp.

OcHoBHbIe coBeTbl N0 6e30NacHOCTU TBOEro UrpoBOIro akkayHTa:

1. Ecnin gpyrow urpok BegeT cebs nnoxo unu cosgaet Tebe HENPUATHOCTU, 3abNOKUpYN ero B Crmcke
UrpOKOB;



2. Moxanynca agMmHUCTpaTopam Urpbl Ha NIIOX0e MNOBEAEHNE 3TOrO UMPOKa, >KenaTenbHO NPUNoXUTb
Kakue-

TO JOKa3aTenbCTBa B BUOE CKPUHOB;

3. He ykasbiBam nn4Hyo MHdopmauuio B npodpanne urpbl;

4. YBaxan gpyrnx y4aCTHUKOB MO Urpe;

5. He ycTtaHaBnuBan HeomumaneHble NaTyn n Moapl;

6. Micnonb3yi cnoxHble 1 pasHble naponu;

7. Daxe BO BpeMsi Urpbl HE CTOUT OTKMNoYaTb aHTMBUPYC. [1oka Thbl UrpaeLlb, TBON KOMMNLIOTEP MOTYT
3apasuTsb.

PULWKHr nNn KpaXa JIN4YHbIX AaHHbIX
OBbIYHON Kpaxen AeHer N AOKYMEHTOB CerofHs yXe HUKOro He YAUBULLL, HO C Pa3BUTUEM UHTEPHET-
TEXHOMNOMMI 3MOYMBbILLNEHHNKN NEPEMECTUITUCL B UHTEPHET, U NPOSOIIKaKT 3aHMMaTbes "niobumsiM”
aenom.
Tak nosiBUNacb HoBas yrpo3sa: MHTEPHET-MOLLUEHHUYECTBA UM ULLIMHT, FMaBHasi Liefb KOTOPOro COCTOUT
B
nonyyeHnn KoHpuaeHUnanbHbIX AaHHbIX MONb3oBaTenel - MOrMHOB U naponen. Ha aHrnuickom s3bike
phishing
yntaeTca kak dmwnHr (oT fishing - peibHas noens, password - naporb).

OcHoOBHbIe coBeThbl N0 6opbb6e ¢ PULLINHIOM:

1. Cneawn 3a cBOMM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOSA aHKeTa bbina B3anoMaHa, To
Heobxogumo

3abnokMpoBaThb €€ 1 COOOLLMTbL agMUHUCTPaTOpaM pecypca 06 3TOM Kak MOXXHO CKOpEE;

2. Ncnonb3yi 6e3onacHble BeO-caliThl, B TOM YACME, UHTEPHET-MarasmHOB U NMOUCKOBBLIX CUCTEM;

3. Micnonb3yw cnoxHble 1 pasHble naponu. Takum obpasom, ecnm Tebst B3NOMAKT, TO 3110YMbILLSIEHHMKN
nony4aT JOCTyn TOMNbKO K 0OHOMY TBOEMY MPOdUIo B CETH, @ HE KO BCEM,;

4. Ecnn T1ebsa B3nomanu, To He0b6XoAMMO NPeaynpPeanTb BCEX CBOUX 3HAKOMBbIX, KOTOpble oOaBMneHbl y
Tebs

B APY3bsX, O TOM, 4TO TeBs B3nomanu n, BO3MOXHO, OT TBOero umeHu byaeT paccbinarbcsi crnam u
CCbIJTKM Ha

PULLNHIOBbIE CalThI;

5. YctaHoBM HagexHbI naponb (PIN) Ha MOOUIbHBIN TenegoH;

6. OTKMo4M coxpaHeHne napons B bpaysepe;

7. He oTkpbiBan hannbl U gpyrne BROXeEHUs B NUCbMax, AaXe ecrnv OHU NPULLNM OT TBOUX APY3en.
Jlyywe

YTOYHM Y HUX, OTNPABIANN N OHKM Tebe 3T danneol.

LndpoBas penytaums

LincbpoBas penyTtaums - 370 HeraTuBHas uUnm no3nTMeHas nHdopmaLms B cetn o Tebe.
KomnpomeTupytowias

WHpopMaLns, pasMeLleHHasa B UHTEPHETE, MOXET Cepbe3HbiM 00pa3oM OTPa3nTbCsl Ha TBOEKW pearibHOM
XN3HMW.

"Lincposas penytaumsa” - 3To TBOW UMUK, KOTOPbLIN hopMupyeTcs U3 nHdopmaumm o Tebe B HTEpHETe.
TBOE MEeCTO XUTENbLCTBA, y4ebbl, TBOE (PMHAHCOBOE NOMOXeHNE, OCODEHHOCTM XapakTepa U pacckasbl O
OrM3KMX - BCE 3TO HaKanMBaeTCs B CETU.

MHorve nogpocTKM NErkOMbICIIEHHO OTHOCATCA K Nybnukauum nuyHon nHdopmaumm B IHTepHeTe, He
NOHMMasa BO3MOXHbIX NOCNEACTBMI. Thl faXe He CMOXeLLb AoraaaTtbCsi 0 TOM, YTO hoTorpadums,
pa3sMeLlleHHada 5

neT Hasapf, cTana npuU4MHOM OTKa3a NpuHsSTL TebA Ha paboTy.

KoMmmeHTapuu, pasmelleHune TBoux ootorpadmim n gpyrme 4encTBms MOryT HE UCHE3HYTb Aaxe nocne
TOro,

KaK Tbl UX yganuilb. Tel HE 3HaeLUb, KTO COXpaHUn 3Ty nHdopmaLmio, nonana i oHa B NOVCKOBbIE
CUCTEMBI U

COXpaHunach v OHa, a rMaBHOe: YTO NOAYMaloT O Tebe OKpyxatoLue Naun, KoTopble HanayT U yBUOAT
aTo. Hantu

WMHopMaLMIO MHOIO NEeT CNYCTA CMOXET NoboK - Kak u3 Jo6pbIX NOBYXKAEHUI, TaK U C HAMEpPEHUeM
NPUYNHUTD

BpeA. OTO MOXET BbITb KTO YrogHo.

OcHOBHbIe cOBeTbI MO 3awmTe L poBON penyTauuu:



1. Moagymawn, npexae Yyem 4To-To NyOnMKoBaTh U NepedasaTh y cebs B 6riore Unm B COLManbHON ceTu;
2. B HacTpowikax npodunsa yctaHOBM OrpaHUYEHUSA Ha MPOCMOTP TBOEr0O NPOdUs U ero COAEPXKUMOrO,
coenan ero Tonbko "ansa gpysen”;

3. He pasmeluali 1 He ykasbiBan MHOPMaLMIO, KOTOpasti MOXET KOro-nmbo ockopbrnaTh unm obmxartb.

ABTOpCKOE npaBo

CoBpeMeHHbIe LLKONbHUKM - aKTUBHbIE Nonb3oBaTeny uudgposoro npoctpaHcTea. OgHako Aaneko He Bce
3HaloT, YTO MOMb30BaHWE MHOMMMU BO3MOXHOCTSAMU LIMPPOBOro Mupa Tpebyet cobnogeHus npas Ha
WHTENNEKTYyarnbHyt0 COOCTBEHHOCTb.

TepMuUH "MHTENNeKTyanbHas COGCTBEHHOCTL" OTHOCUTCS K Pa3riMyHbIM TBOPEHUSIM YETOBEYECKOro yma,
Ha4YMHas C HOBbIX N306peTEHN 1 3HaKoB, 0603HaYarOLLMX COBCTBEHHOCTb Ha NMPOAYKTLI U YCAyru, 1
3aKaH4MBas

KHUramu, dotorpapumamm, KUHOUNbLMaMu U My3bliKanbHbIMU MPOU3BESEHNSAMMU.

ABTOpCKMe MpaBa - 3TO NpaBa Ha UHTENNeKTyanbHy0 COBCTBEHHOCTb Ha NPOU3BEAEHUS HaYKW,
nuTepartypbl

M nckyccTBa. ABTOPCKME NpaBa BbICTYNalT B KAYECTBE rapaHTMmn TOro, YTo
WHTENNEeKTYyanbHbIN/TBOPYECKUA TPYA

aBTopa He OyaeT HanpacHbIM, JaCT eMy CripaBeannBbie BO3MOXHOCTM 3apaboTaTth Ha pesynbraTax
CBOEro Tpyaa,

Nnony4nTb U3BECTHOCTb U Npu3HaHue. Hukto 6e3 paspelueHns aBTopa He MOXET BOCNPOU3BOAUTL €ro
Npou3BefeHne, pacnpocTpaHsTb, NyOINYHO AEMOHCTPUPOBaThL, NpogaBaTh, MMNOPTMPOBAThL, MycKaTb B
npokar,

nNy6ANYHO NCMONHATbL, MOKa3bIBaTb/MCNONHATE B 3achmpe nnu pasmewaTs B IHTepHeTe.

Wcnonb3oBaHue "nupaTtckoro” nporpaMmMHoro obecnevyeHns MoXeT NPUBECTM K MHOTUM pUCKaM: OT
notepwm

OaHHbIX K TBOMM aKkkayHTaMm 40 GrTOKMPOBKM TBOErO YCTPONCTBA, rAe YCTaHOBMEHa HeneranbHas
nporpamma. He

CTOUT Takxke 3abbiBaTb, YTO CyLLECTBYIOT feranbHble U 6ecnnatHble NporpamMmbl, KOTOPbIE MOXHO HanTH
B CeTu.

O noprane

CeTeBMYOK.pch - TBOW rMaBHbIN COBETYUK B cETU. 34eChb Thl MOXELLb Y3HAaTb 0 6e30NacHOCTM B CETU
MOHATHBLIM U AOCTYMHBIM SI3bIKOM, @ MPU BO3HWKHOBEHWUMW KPUTUYECKOW CUTYaLumn oOpaTUTbLCS 3a COBETOM.
A Takke

NPUHSATb y4acTne B KOHKypcax U cTaTb camMbiM LMPOBLIM rpagaHnHom!



